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CCNA Routing & Switching / CCNA 200-301

CCNP ENCOR 350-401

CCNP ENARSI 300-410

CCNA Security
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Ether Channel, HSRP, MST, Private VLAN, VIANing, inter VLAN Routing, STP. RSTP. PVST
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RIP, OSPF, EIGRP, Route Map, BGP, Route summarization, OSPF Route, Redistribution Policy
Based Routing — IS-IS
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Aggregating switch links, STP securing and configuration, multilayer switching, enterprise
campus network design, VXLAN, L3 HA(HSRP,VRRP,GLBP), IP telephony, integrating wireless
LAN’s, securing switch access, NAT, EIGRP, OSPF, IGP, policy base routing, IP service level
agreement, BGP, branch office networking, ACL, AAA, CME, CUCM, IOS firewall security,
IPSEC tunneling, QOS, Route map, Route summarization, Route redistribution, WCCP, CEF,
MST, SPAN, port security, IPV4, IPV6, Multicasting...
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Layer 2 Security (Port Security, Dot1x, VLAN Access map), Layer 3 Security (IP ACL, Context-
based Access Control), VPN (IPSec, Site to site VPN) Device Hardening
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AD, DNS, DHCP, IIS, FTP, NAT, VPN, WSUS, WDS, HYPER-V, IPSEC
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https://cyber-sheild.com/

